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cd /data/EMR/soft
sh install_kdc.sh

#HLEWBWMT:
#linstall_kdc]
= #[install_kdcl
* #[install_kdc]
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* #[install_kdc]
#linstall_kdc]
#linstall_kdc]
8.90.223

O 0o NO UL WN R
L]

(R
| S
L | [ |

LDAPZ3E

1 cd /data/EMR/soft
2 sh install_ldap.sh
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kdc
kdc
kdc
kdc
kdc
kdc

server: masterl.emr.local

domain: HADOOP.COM

BUBEEZRS: ShugqiE1298

EIERAP: admin/admin@HADOOP. COM

EEAZE: ShugqiEl1298

EZEFiHTR: 192.168.90.226 192.168.90.229 192.16
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< C A F%=2| masteri.emr.

o a g % 0O
FEFKerberosiZfF
TiEKerberos
RIERierberosia: MiE
KERBEROS
KDC A
KDCtype  EFFHEMITKOC
master! emelocal
Domains
Kadmin

Kadmin host
master] emtlocal

I ‘Admin principal

| ‘Admin password

I #R3: admin

FESIANT [ @

4R kerberos-env

=4 krb5-conf
——

J2FKerberost2F
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EIHAITERE: /usr/bin, /ust/kerberos/bin, /usr/sbin, /ust/lib/mit/bin, /usr/lib/mit/sbin
KDCZAL: master1.emr.local

KDCE): EFF{EMIT KDC

REMHFEF: HADOOPCOM
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+ Preparing Operations

« Create Principals

+ Create Keytabs

+ Configure Ambari Identity
+ Distribute Keytabs

+ Update Configurations

+ Finalize Operations
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HDFS 31131 Apache Hadoop Distributed File System

s 23 b3

VARN +MapReduce2 210 Apache Hadoop NextGen MapReduce (YARN)

Tez 09031  Tezisthe next generation Hadoop Query Processing framework written on top of YARN.

Hive 30031  Datawarehouse system for ad-hoc queries & analysis of large datasets and table & storage management service

HBase 20031 Nonvelational distributed database and centralized service for configuration management & synchronization

ZooKeeper 34931  Centralized service which provides highly reliable distributed coordination

Infra Solr 010 Core shared service used by Starry managed components.

Starry Metrics 01.0 A system for metrics collection that provides storage and retrieval capability for metrics collected from the cluster

Kafka 10031 Ahighthroughput distributed messaging system

Ranger 12031  Comprehensive security for Hadoop

Ranger KMS 120 Key Management Server

spark2 230 Apache Spark2.3 is a fast and general engine for large-scale data processing

Clickhouse 213425  open source distributed column-oriented DBMS.

Flink 1100 Apache Flink s a framework and distributed processing engine for stateful computations over unbounded and bounded data streams.

Flink-1.11.2 1z Apache Flink is a framework and distributed processing engine for stateful computations over unbounded and bounded data streams.

MRS TER
$3EeslaveF(IClient
EMastertIELBET +

E3) ik | W= =R | HE =ik | A= =i | W= =it | wE 2iE | B=
master] emrlocal DataNode NFSGateway NodeManager Livy for Spark3 Server Sparka Thrift Server [ Ranger Tagsyne
master2.emrlocals DataNode NFSGateway NodeManager Livy for Spark3 Server Spark2 Thrift Server Ranger Tagsync
node1.emrlocals DataNode NFSGateway NodeManager Livy for Spark3 Server Sparka Thrift Server Ranger Tagsync

®O: 25 v 1-3893 <>

jdbc:mysql://192.168.90.112:3306/ranger?characterEncoding=utf8&useSSL =false




< C A TR2 | masterl.emr.local:8080/#/main/service/add/step4 o Q

RIBRSSTERF

RANGER ADMIN RANGER USER INFO RANGER PLUGIN RANGER AUDIT RANGER TAGSYNC waEE Q

Ranger Admin

DB FLAVOR Ranger DB host

- master].emrlocal

Driver class name for a JOBC Ranger database

(R, BAMMySQL FEihttps://devmysql. LT =
com.mysqljdbe Driver

Ranger 8 name Ranger 08 password app@1298

ranger

Ranger DB usermname

app

JDBC connect string for a Ranger database

master’ =false

Setup Database and Database User

< C A TRZ | masterl.emr.local:8080/#/main/service/add/step4 o Q

RIBRSSTERF
RANGER ADMIN RANGER USER INFO RANGER PLUGIN RANGER AUDIT RANGER TAGSYNC maEE @
Admin Settings
Ranger Adminhost  master2.emr.local
Ranger Admin usemame for Ambari amb_ranger_adrmin °

Ranger Admin user's password for Ambari

ranger@ 1298

Ranger Usersync user's password

Ranger Tagsync user's password

[Ranger KMS keyadmin user's password

Ranger Settings

External URL http://master2.emrlocal:6080
Authentication method LoAP
ACTIVE_DIRECTORY
O UNIX
PAM

NONE

HTTP enabled




< C A F&2 | masterl.emr.local:8080/#/main/service/add/step4 o Q M W

RMARSSTERF

RANGER ADMIN RANGER USER INFO RANGER PLUGIN RANGER AUDIT RANGER TAGSYNC

Admin Settings
Ranger Settings

Unix Authentication Settings
Knox SSO Settings

%% admin-log4j

&% admin-properties

B4 atlas-tagsync-ss|

B4 ranger-admin-site

4R ranger-env ranger@ 1298

]
Ranger Admin user's password |
J
R Ad
anger Admin usemame °
ranger-env template #binbash
# Licensed to the Apache Software Foundation (ASF) under one
# or more contributor license agreements. See the NOTICE file
°
Ranger Admin heap size. 0 °
& C A FE2 | masterl.emr.local:8080/#/main/service/add/step4 o Q

RINARSS 2R

ELASTICSEARCH-6.8.1 FLINK FLINK-1.11.2 FLINK-1.12 FLINK-1.13 FLINK-1.14 HUDI HUE ICEBERG-0.13.2 KAFKA2 PRESTO SPARK3 TRINO Misc
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4 Default (3) - Ivar/log

RANGER ADMIN RANGER USER INFO RANGER PLUGIN RANGER AUDIT RANGER TAGSYNC

&% ranger-admin-site

Ranger Admin Log ir | o log/ranger/admin

&4R ranger-tagsync-site

Ranger Tagsync Log Dir
gl /data/log/ranger/tagsync

&4 ranger-ugsync-site

—————————
Ranger U LogDi
et Ene Lo o ‘ /datajlog/ranger/usersync I
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. {&&hadoop.security.group.mapping.ldap.urlfic & ittt

hadoop.
hadoop.
hadoop.
hadoop.

security
security
security
security

doop,dc=com

hadoop.
hadoop.
hadoop.
hadoop.
hadoop.
hadoop.
hadoop.
roup)

= hadoop.

security
security
security
security
security
security
security

security

.group.
.group.
.group.
.group.

.group.
.group.
.group.
.group.
.group.
.group.
.group.

.group.

Account) (uid={0}))

@ SIS

mapping=org.apache.hadoop.security.LdapGroupsMapping

mapping.

mapping.
mapping.

mapping.
mapping.
mapping.
mapping.
mapping.
mapping.
mapping.

mapping.

ldap.
ldap.
ldap.

ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.

ldap.

url=ldap://masterl.emr.local:389
bind.password=Ldapadmin@1298
bind.user=uid=1dapadmin, ou=people,dc=ha

baseou=ou=group,dc=hadoop, dc=com
userbase=ou=people,dc=hadoop,dc=com
groupbase=ou=group,dc=hadoop, dc=com
posix.attr.uid.name=uid
search.attr.group.name=cn
search.attr.member=memberuid
search.filter.group=(objectClass=posixG

search.filter.user=(&(objectClass=posix



C A &2 | masterl.emr.local:8080/#/main/services/HDFS/configs

= mam 155

O

ERER

NameNode
DataNode

General

NFS Gateway

&4l core-site

4k hadoop-env

4 hadoop-metrics? properties
##t hadoop-policy

A4 hdfs-logd

A4 hdfs-site

4 rangerhdfs-audit

4 rangerhdfs-plugin-properties

it ranger hdfs: policymgr-ss!

4 ranger-hdfs-security

4 ssholient

A4 sskserver

4 viewfs-mounttable

B2 hadoop-metrics2 properties

B3 hadoop-policy

B hdfslogdj

B hdfs-site

C A RRZ | masterl.emr.local:8080/#/main/services/HDFS/configs

BEX coressite

B2 hadoop-metrics2 properties

1 hadoop-policy

B hdfslogdj

iasisearch ketberos principlshorname

nazookeeperacl

hazookeeperquorum

Radoop o uthenticoton etberos keyab @

adoop hip suthentcton erberos princoal

adoop htp uthenticaton signature secret e &

Nodoop htp aunenticaton yoe &

hadoop proxyuser HTTPgroups

Radoop proxyuser HTTPhosts

Radoop poxyuserhtpfs roups

Radoop proxyserhptshosts

hadoop proxyusero groups

Radoop proxyuserhue hosts

Radoop proxyusrspark groups

hadoop proxysersparkhosts

Radoop proxyuseryam roups

adoop proxyuseryamhosts

hadoop e potecion @

hue kerbrosprinipal shorname

[E—

[r—

mastet anclocal 2181 master2e

ee/securityhup_secrt

ferbeas

161 nodel meloca 218

mas

Detaun 3)

atr-
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& > C A FE2 | masterl.emr.local:8080/#/main/services/HDFS/configs o a d * O & ¢

hadoop proxyuserhue hosts
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S hadoop metics2 properties .
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ldap://masterl.emr.local:389
uid=1ldapadmin, ou=people,dc=hadoop,dc=com
Ldapadmin@1298

C A AR2 | masterl.emr.local:8080/#/main/services/RANGER/configs

HHREMR Ranger User Info

Enable User Sync

Sync Source

LDAP/AD -

COMMON CONFIGS USER CONFIGS GRouP conrFics @

LDAP/AD URL

1dap://master] emrlocal:389

Bind User

uid=Idapadmin,ou=people.dc=hadoop de=com

root

Bind User Password

Incremental Sync

Enable LDAP STARTTLS

gerfic Euser config

uid

posixAccount
dc=hadoop, dc=com
cn=x

sub

gidNumber

@ SHHHD

@ SHIHE

12



< C A &2 | masterl.emr.local:8080/#/main/services/RANGER/configs o Q M % O &

COMMON CONFIGS USER CONFIGS GROUP CONFIGS

Username Attribute

uid °
User Object Class

posixAccount °
User Search Base

de=hadoop,de=com °
User Search Filter

en=* °
User Search Scope

sub o
User Group Name Attribute

gidNumber °

Group User Map Sync

Enable User Search

rangerfic Egroup config

- @ SHHEI

memberUid

cn

posixGroup
dc=hadoop,dc=com
cn=x

U N WN K-



< C A RRZ | masterl.emr.local:8080/#/main/services/RANGER/configs

COMMON CONFIGS USER CONFIGS

Enable Group Sync

Group Member Attribute

memberUid

Group Name Attribute

Group Object Class

posixGroup

Group Search Base

de=hadoop,dc=com

Group Search Filter

on=*

Enable Group Search First

Sync Nested Groups

GROUP CONFIGS

< C A F&2 | masterl.emr.local:8080/#/main/services/RANGER/configs

HOREERETHS Lk SREERE

RANGER ADMIN RANGER USER INFO RANGER PLUGIN

Ranger Plugin

HDFS Ranger Plugin

YARN Ranger Plugin

Hive Ranger Plugin

rangeraRECE

RANGER AUDIT RANGER TAGSYNC

Hbase Ranger Plugin

nseE Q

Kafka Ranger Plugin

Atlas Ranger Plugin

- Q @ % O &
[+]
[+]
[+]
[+
[+]
BE
- Q @ % O a

sHUXI- © & &

2. admin ~

5+  EEA  Default(3) v -

mFE
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- @ SHHHD

1 Xin@1298

<« C A %2 | masterl.emr.local:8080/#/main/services/RANGER/configs o~ a M % 0O a

HEEMR &/ 1%/ Ranger | BB SHUXI- & & &  zaimin-

HE RE RE

A 5+  EEA  Default(3) hd

HEBERETRS b 27

RANGER ADMIN RANGER USER INFO RANGER PLUGIN RANGER AUDIT RANGER TAGSYNC

Admin Settings v

Ranger Settings v

LDAP Settings A
LOAP URL

{{ranger_ug_Idap_url))

Fanger FRIAZRRS: Xin@1298

Bind User
{{ranger_ug_ldap_bind_dn))

Bind User Password

User Search Filter

(uid={0})
Group Search B
foup SearchBase | vanger_ug_ldap_group_searchbase}} °
Group Search Filter

{franger_ug_Idap_group_searchfilter}) o

Ldap Base DN
de=example.dc=com

rangerfic & R {Z

&« C A FE2£ | masterl.emr.local:8080/#/main/services/RANGER/configs - aa M % 0O

/%5 / Ranger / R SHUXI- & & & 2 aimin~

I E

b2 i

REREEY, StaryEENFRAREER

arry A KR E i

=t " mEa xpra LED it

rangerauthentication.method Ranger Defaut ranger-admin-site onrx LoAP

ranger-hdfs-plugin-enabled HDFS Default (ORI IEED

operties © res
ranger-hdfs-plugin-pr
REPOSITORY_CONFIG_USERNAME  HDFS Default . hadoop hats
operties
fs.permi t
dfs.permissions. ContentSummarys |- e e oo o
ubAccess
dfs.namenode.inode.attributes.provi
HDFS faul hfs-sit v or. h r zer
e Default s-site BHFEN g horization. had i
Uy ranger-yarn-plugin-pr
ranger-yam-plugin-enabled YARN Default operties o Yes
yam.authorization-provider YARN Defaut yam-site SHFEN org.apache. ranger.authorization th
hive.security authorization.manager  Hive Default he.hadoop. hive.ql ty.authorizat * fallback.Fall org-apach sQuEhoELESELon il e ace
izerFactory
hive.server2 enable.doAs Hive Default hivesite true false
hive_security_authorization Hive Default hive-env None Ranger
ranger-hbase-plugin-
ranger-hbase-plugin-enabled HBase Default Yes
properties
(e s (R o ey he.atlas. hbase. hook. HBaseAt ,org. apache. hadoop . hb ity. | org.apache.atlas.hbase.hook.HBaseAt1asCop Jorg.apache. ranger .author¥gation.h
access.AccessController base.RangerAuthorizationCoprocessor

15
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A TR2 | masterl.emr.local:8080/#/main/services/RANGER/configs

PR35 / Ranger / BB

- @ A % 0O a

sHux- & & &

2. admin ~

kE

EEENRE @
WEANTR

B, RESEREEHNESRE,

Starry Metrics,

hbase_master_heapsize

&

WL do=example.dc=com

C A &2 | masterl.emr.local:8080/#/main/services/HDFS/configs

BBSS / HOFS / B E

BE AE EE EF

O ERBUMNES: 11 A1 3 £

EiRE RECE

B4R hdfs-site

FL B Rt 4
s Atlas atlas.graph.storage.hostname master2.emr.local,nodel.emr.local,masterl.emrlocal
|£
F/alz
S HDFS dfs.permissions.enabled false
B YARN yarn.schedulermaximum-allocation-mb 11264
BE Starry Metrics hbase.tmp.dir /data/lib/starry-metrics-collector/hbase-tmp

1024

sk

Atlas is configured to use the HBase installed in this cluster. If you would like Atlas to use another HBase
instance, please configure this property and HBASE_CONF_DIR variable in atlas-env appropriately.

dfs.permissions.enabled needs to be set to true if Ranger HDFS Plugin is enabled.

If"true’, enable permission checking in HDFS.

If *false”, permission checking is tumed off,

but all other behavior is unchanged.

Switching from one parameter value to the other does not change the mode,
owner or group of files or directories.

FIRATFS120MBHIE

‘The maximum allocation for every container request at the RM,
in MBs. Memory requests higher than this won't take effect,
and will get capped to this value.

Consider not using /data partition for storing metrics temporary data. /data partition is already used as
hbase.rootdir to store metrics data

Temporary directory on the local filesystem.

Change this setting to point to a location more permanent
than /tmp’ (The /tmp’directory is often cleared on
machine restart).

Value is less than the recommended default of 1152

HBase Master Heap Size. In embedded mode, total heap size is
sum of master and regionserver heap sizes.

dfs permissions.enabled

d

]
=
o a M % O & :
SHUXI- © & & 2 amine
B~
A 31+ REM Default (3) v | | dfspermissions.c®  +
[+]
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